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Abstract 
 
Cryptocurrency and blockchain projects reveal a completely new ecosystem that the 
world has never seen before. Apart from the benefits created by the technology, 
however, the ecosystem is associated with a number of risks. We have observed 
cases in which blockchain and cryptocurrency projects have been compromised or 
damaged in different ways, such as through hacks, system vulnerability or a human 
factor1. These occurrences slow down evolution of the entire ecosystem, influence 
negatively on user experience and keep the majority away from the technology.  
 
Insurance is one possible approach to solving these problems. 
 
Inchain is a decentralised blockchain platform designed for insuring risks while 
simultaneously providing opportunities for investing in insurance-based bonds. 
Based on the Ethereum blockchain, the platform issues and maintains tokenised 
insurance policies and bonds, transferring risks from policyholders to bond investors. 
Policies and bonds are issued in the form of Ethereum smart contracts. 
 
 
  

																																																								
1	https://magoo.github.io/Blockchain-Graveyard 
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Introduction 
 

“We demand rigidly defined areas of doubt and uncertainty!”  
― Douglas Adams, The Hitchhiker's Guide to the Galaxy  

 
The decentralised nature of blockchains creates many advantages, compared to 
centralised ecosystems. However, there are also a number of specific 
disadvantages, such as irreversibility of transactions. Perhaps nobody can have 
absolute peace of mind if they use cryptocurrencies and other blockchain-based 
tokens. 
 
The risk of total or partial loss of crypto funds is a constant attribute of any crypto 
exchange or wallet. Mass media frequently discuss fraud, cyber attacks and hacks in 
relation to them. 
If a hacker compromises a wallet and performs a transaction, the funds are lost 
forever. 
 
We aim to create technologies that allow anyone to insure risks related to the loss of 
crypto funds, so the damage from hacks will be reimbursed in accordance with 
insurance policies. 
 
The platform is also designed to attract investors interested in transferring risks on 
them, if the investors are offered attractive returns. Thus investors can purchase 
bonds and receive coupon payments along with the face value of the bonds, if the 
insured risks have not materialised within a certain period of time. 
 
A key feature of the platform is that the Insurance fund is managed in line with the 
principles of distributed autonomous organizations (DAOs). Inchain token holder vote 
for the most appropriate investment structure. Investments are made within the 
blockchain and cryptocurrency spaces; statistics showing investment portfolio results 
are made available online to token holders.   
 
Smart contracts, as the next stage of the blockchain evolution, can manage the 
relationship between insurance policyholders and investors on a transparent and 
impartial basis. Specifically, Ethereum smart contracts make up the core of Inchain. 
 
Features and Use Cases 
 
We will further explain technical features of the platform and illustrate relevant use 
cases.  
 

1. Technology 
 
A number of analyses have forecast that by 2020, blockchain technologies will 
reshape financial services and products. The insurance sector will be considerably 
affected by the blockchain2. 
 
The Inchain begins with funds stored in accounts on exchanges and in web wallets 
and extends its services to other risks related to cryptocurrencies and blockchain 
projects. 
 
 
																																																								
2 http://www.pwc.com/gx/en/advisory-services/FinTech/PwC FinTech Global Report.pdf 
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The most important features of Inchain are: 
 

• Decentralisation and Ethereum smart contracts 
• Decentralised insurance to mitigate crypto economy risks 
• Insurance-based bonds (tokens) as investment instruments 
• DAO-like principles for managing investment portfolios 

 
In our approach, Ethereum smart contracts are accountable for: 
 

• Insurance policies and premiums 
• Managing insurance-based bonds  
• Assuring a balance in the interests of stakeholders 
• Monitoring insurance events through specific oracles 
• Coupon repayments 
• Insurance claim payouts 

 
Having a DAO as an investment management vehicle lines up with the decentralised 
nature of the blockchain. This approach provides both transparency and full control 
over Insurance funds by Inchain token holders.  
 
Of course, insurance terms such as duration and risks may vary and the smart 
contracts would be adjustable for different cases. 
 
Inchain proposes offering different templates for smart contracts designed for the 
most widespread cases. The templates will also be open sourced and their number 
will increase. 
 
The policyholder receives the Ethereum smart contract, which contains all the terms 
and conditions of the policy.  
 
In order to define coupon rates, every bond will be ranked. Inchain develops an 
adjustable risk-scoring system for wallets and exchanges. For instance, if an 
exchange has been operated for a long time and has never been hacked, it would 
earn a higher rank and lower coupon rates. 
 

2. Use cases 
 
2.1 Insurance 
 
Insurance is an established finance industry, but it is still unavailable to the 
cryptocurrency ecosystem due to the absence of regulations, rules and standards.  
 
With our solution, cryptocurrency holders can mitigate the potential risks of losing 
their funds— if, for example, a cryptocurrency exchange or wallet has been hacked 
and funds stolen. 
 
The following example demonstrates a typical scenario: 
 
A trader creates an account at a cryptocurrency exchange. The exchange manages 
his account, therefore, he risks losing his funds if the security of the exchange is 
compromised. The trader decides to obtain an insurance policy to mitigate his risks. 



	
	

	 4	

 
He registers an account with Inchain, providing the characteristics he desires in the 
policy, such as coverage duration, amount and the exchange’s name. Based on this 
data and the ranking model, the platform creates an offer for the trader. Once he 
accepts the offer, the platform generates an Ethereum smart contract. Because the 
contract is visible to the trader, he can check the code. The contract is activating by 
the receipt of payment for the insurance policy. The insurance premium transfers to 
the insurance fund.  
 
Every contract is integrated with its own oracle—a specific smart contract-based 
application— that monitors whether the insured risks have materialised. Every oracle 
automatically notifies associated smart contracts if it identifies the occurrence of a 
certain event. 
 
In this case, the contract initiates a transfer from the insurance fund to the contract’s 
address, which then makes a transfer to the policyholder and deactivates itself when 
the processes are complete. 
 
The platform develops a sound risk assessment and categorisation systems to 
function properly. 
 
2.2 Investments in bonds 
 
Despite proving its resilience and sustainability, the crypto economy is still in its early 
stages, which means we will see further growth in every aspect of the industry in the 
coming years. 
 
The crypto economy requires specifically designed decentralised investment 
instruments to grow, in the same way as traditional economics.    
 
Inchain is designed to create investment instruments for anyone. For this purpose, it 
issues insurance-based bonds with certain coupon rates. Thus, investors in bonds 
receive rewards for taking insured risks. This approach is not new and it is used, for 
example, to insure natural disaster-linked events3. 
 
Let's go through a bond investing scenario. 
 
Once the trader has obtained the insurance policy as described above, Inchain 
issues bonds linked to the policy. The bonds have specific coupon rates, face values, 
ratings and durations. 
The bonds become available at the trading section immediately after issuing.  
 
The face value of the bonds are paid: 
 

• To the policyholder if the risks have materialised 
• To the investor if the bonds are expired 

 
In the first case, the smart contract initiates a payment out of the insurance fund. 
Investors holding bonds linked to such insurance policies cease to receive coupons 
immediately after the case happens that brings risk of losing their investments. 
 

																																																								
3	http://www.investopedia.com/terms/c/catastrophebond.asp	
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In the second case, investors receive all coupon payments and the bond’s face 
value. 
 
2.3 Investment Management Policy  
 
To manage the insurance fund efficiently and earn healthy returns for Inchain token 
holders, as well as to pay out bond coupons, a certain part of the fund is invested in 
various assets and ventures in accordance with strategies approved by token 
holders. Some examples:  
 

• Cryptocurrency trading, including cross-currency and robotic trading   
• Cryptocurrency and blockchain ventures, including new and existing projects  
• Platform and personal lending for platforms and individuals  

 
Token holders may propose investment strategies and ask other token holders to 
vote for the strategies if a certain amount has been deposited. 
 
For passive token holders, our platform provides the opportunity to appoint a curator 
using a similar structure to that explained by the DAO4. 
 
The second part of the insurance fund remains at the fund’s disposal for the purpose 
of coupon and other repayments required by Ethereum smart contracts. Only token 
holders can therefore define the structure of the investment portfolios. The portfolios 
may be significantly diversified among cryptocurrency and blockchain projects in 
order to spread investment risks and gain appropriate returns.  
 
At the end of the period, extra profits may either be shared among token holders, or 
remain at the fund, depending on token holders’ votes.  
 
The fundamental principles of DAO investment management apply. However, we 
have learnt from recent lessons related to the DAO, and modified some features to 
decrease and/or eliminate internal and external vulnerabilities of our platform. 

																																																								
4	https://download.slock.it/public/DAO/WhitePaper.pdf	
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3. Platform features 
 
3.1 Multi-platform clients 
 
Web and mobile clients are the most popular solution for the majority of 
cryptocurrency and blockchain services. They are the most convenient approach for 
users because such clients are not attached to specific PCs and users can access 
platforms through any internet-connected device. 
 
Inchain facilitates web and mobile clients as well as standard MIST wallets. 
Therefore, customers themselves may decide the most appropriate method to work 
with the platform. 
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3.2 Bond trading platform 
 
 
The Inchain bond trading platform is designed for initial and secondary bond 
markets. Users can buy and sell bonds in real time. Every transaction is published on 
the blockchain. Bonds are rated depending on the risk class of the underlying 
insurance policies. 
 
The platform also provides extended analytic tools for exploring the risk analysis for 
bonds and their yield. 
 
3.3 Statistics and analytics 
 
A risk management system is a cornerstone for insurance. Inchain develops several 
analytics sections. These include, but are not limited to: 
 

• Claims data 
• Information and analysis about hacks   
• Bond statistics 
• Real-time reports and graphics 
• Portfolio management reports 

 
These tools help manage the risks and returns and update insurance and rating 
models. 
 
3.4 Expanding insuring risks 
 
A large number of risks exist these days. The insurance market offers policies in 
many areas, such as life insurance, property, business and so forth. 
 
Inchain is initially designed for insuring crypto funds, as they offer one of the most 
unmanageable risks at present. In line with blockchain evolvement, new risks come 
at sight. New security instruments are required. Our mission is to create efficient 
methods to secure crypto assets by insuring the latter. 
 
Conclusion 
 
Technological and other risks related to blockchain and leading to losses of crypto 
assets can be insured through Inchain. Moreover, from the platform emerges a new 
class of investment opportunities and a DAO-like investment management structure. 
 
We firmly believe, based on above-mentioned principles, that our platform facilitates 
resilience and sustainability for the whole crypto economy and therefore will attract 
the majority to the technology. 
 
 
	


